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COOK COUNTY STATE’S ATTORNEY’S OFFICE 

DATA USE AGREEMENT 

 

 
This Data Use Agreement (“Agreement”) is made and entered into by and between the Cook County State’s 

Attorney’s Office, hereinafter referred to as “CCSAO” and The University of Chicago, hereinafter referred 

to as “Recipient.” CCSAO and Recipient may hereinafter be referred to individually as a “Party” and 

collectively as the “Parties.” The effective date of the Agreement shall be the date of the last signature 

(“Effective Date”). 

 

WHEREAS, the CCSAO is statutorily tasked by the State of Illinois with the criminal prosecution of 

individuals in felony and misdemeanor cases and in conjunction with such criminal prosecution the CCSAO 

maintains a variety of data; and 

 

WHEREAS, the Recipient wishes to use data maintained by the CCSAO for certain data-driven projects; 

and 

 

WHEREAS, the CCSAO has agreed to make certain specified data available to Recipient; and 

 

WHEREAS, Recipient will collect, consolidate, and analyze data from the CCSAO for the general purpose 

of furthering its data-driven projects. 

 

NOW, THEREFORE, in consideration of the mutual promises and covenants herein set forth, the parties 

agree as follows: 

 

I. Term; Termination 

 

This Agreement shall be effective on the Effective Date and will continue until December 31, 2022 

(“Termination Date”), unless extended by agreement of the Parties or terminated earlier in accordance with 

the terms of this Agreement (“Term”). Either Party may terminate this Agreement for any reason upon 

thirty (30) days’ prior written notice to the other Party. The CCSAO, in its sole discretion, may terminate 

this Agreement if Recipient is determined to be in breach of this Agreement and has not cured said breach 

within thirty (30) days of notification by CCSAO. 

 

II. Purpose and Use of Data 

 

CCSAO shall provide the Data described in Exhibit A to Recipient for the purpose set forth in Exhibit B, 

both attached hereto and incorporated herein by reference. Subject to the terms and conditions of this 

Agreement, the CCSAO hereby grants to Recipient the non-exclusive right to use the Data for the purpose 

set out in Exhibit B. Data may be used in the form of raw data and aggregated form, and Data may be 

combined with other data sets. The CCSAO shall retain ownership of any and all rights it may have in the 

Data. 

 

III. Definitions 

 

A. “Data” is the confidential and proprietary information that is described in Exhibit A to be disclosed 

by the CCSAO to the Recipient for the purpose described in Exhibit B. The Data will contain PII. 

 

B. “Data Work Product” is files, or information that is derived from Data. Unless stated otherwise, 
Data Work Product may contain PII. 
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C. “Personally Identifiable Information (PII)” is information that directly identifies or uniquely 

describes a particular individual, criminal justice case, or event (e.g., individual arrest number, docket 

number, criminal justice individual identifier) or that might be used, either directly or in combination with 

other information, to ascertain the identity of a particular individual (such as place and date of birth). 

 

D. “Research Product(s)” are any written publications or reports, or any presentations and the 
materials that accompany them, that are generally accessible to the public, and which present the results of 
systematic inquiry or analysis of the Data. Research Products do not contain PII. 

 

E. “Communication Materials” are materials in written or oral form, produced for the public, that 

convey general news and information, but which are not the product of systematic investigation. 

Communication Materials do not contain PII. 

 

III. Data Transfer 

 

A. The CCSAO will provide the Data to Recipient to the extent such Data are contained within the records 
maintained by CCSAO. 

 

B. The CCSAO will provide Data to Recipient, upon Recipient’s request, at least one (1) time during the 
Term of this Agreement. 

 

C. The CCSAO, through its Data Liaison, is responsible for coordinating the provision of Data to 
Recipient. The CCSAO’s Data Liaison will be available as needed to answer the Recipient’s questions 
regarding the Data provided. 

 

D. The CCSAO will provide the Data to Recipient within thirty (30) business days of each request for 

Data. However, if CCSAO has questions about the request, is unable to provide specific Data or to provide 

it in the form requested, the CCSAO Liaison will inform the Recipient Data Liaison as soon as possible, 

and the liaisons will work together to develop a solution. 

 

E. All Data will be transferred from the CCSAO using OneDrive. 

 

IV. Data Storage 

 

A. All Data provided by the CCSAO to Recipient and all Data Work Product is confidential and such 

confidentiality must be maintained in accordance with the terms and conditions of this Agreement. 

Recipient will hold all Data and Data Work Product in a secure manner and will protect it from disclosure, 

except as specifically provided in this Agreement. 

 

B. Data and Data Work Product in electronic form shall be stored on secure computer drives that 

require credentialed log-in for individual access. All access to such Data and Data Work Product shall be 

restricted to authorized users who have been authenticated through secure password and log-in. 

 

C. Recipient will ensure that all Data and Data Work Product is maintained on secure computer drives 
within the control of Recipient that are stationed physically within the contiguous United States. 

 

D. Recipient will not use portable electronic devices to store Data or Data Work Product. 

 

E. Recipient will limit the use of paper and other hard copy files or documents that contain Data or 
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Data Work Product to the minimum amount necessary. Such hard copy materials will be stored in locked 

drawers and cabinets, with access limited to authorized personnel. 

 

F. The stored Data and Data Work Product will be subjected to the technical safeguards for the 
protection of PII that are generally accepted as best practices in the industry. 

 

V. Recipient’s Use of Data and Data Work Product 

 

A. Recipient, including its employees, agents and subcontractors, will not use the Data or Data Work 

Product for any purpose other than that of carrying out its work as specified in Exhibit B. Accordingly, 

Recipient will not match or link any of the Data provided or any of the Data Work Product produced under 

the terms of this Agreement with any datasets that are unrelated to the work specified in Exhibit B. 

 

B. Recipient will not disclose the Data and Data Work Product for any purposes other than those 

specifically stated in this Agreement, except as required by law. 

 

C. Recipient will limit access to the Data and Data Work Product to those authorized employees, 

agents and contractors who require it in the official performance of their job duties. Recipient certifies that 

its employees, agents, and subcontractors with access to the Data and Data Work Product have received 

training on data security and the protocols that are necessary to secure confidential materials, the importance 

of confidentiality, and the requirements of this Agreement. 

 

D. Recipient will not contact any individual whose records are contained in the Data. 

 
VI. Recipient’s Disclosure of Data and Data Work Product; Data Confidentiality 

 

A. Recipient (i) will use reasonable care to protect the security of Data; (ii) will limit access to Data 

to authorized recipients as provided in this Agreement; and (iii) will not at any time during or after the Term 

of this Agreement disclose Data to any other person without first obtaining CCSAO’s prior written consent 

(except as otherwise required by law in which case Recipient shall, unless otherwise prohibited by law, 

notify CCSAO prior to such disclosure). Recipient will report promptly to CCSAO any disclosure of Data 

not provided for by this Agreement of which it becomes aware. 

 

B. Notwithstanding the foregoing, in no event is information Data if it (i) was lawfully in the 

possession of Recipient before receipt from the CCSAO; (ii) is or becomes publicly available through no 

breach of this Agreement; (iii) is received by Recipient without restriction as to further disclosure from a 

third party having an apparent bona fide right to disclose the information to Recipient; or (iv) is 

independently developed by Recipient without use of the Data. 

 

C. De-identified Data and Data Work Product that contain any case-level information that is 

transferred from Recipient to a third party recipient shall be encrypted in transit, using secure, authenticated, 

and industry-accepted encryption mechanisms. All electronic data transmission will be conducted using a 

Secure Socket Layer (SSL) certified, password-protected file sharing system that is used for secure data 

exchange. 

 

D. All third party recipients of Data and Data Work Product pursuant to this Section must execute a 

binding, written agreement with Recipient in which the third party recipient commits to the same provisions 

regarding the security, confidentiality, disclosure, and destruction of Data and Data Work Product that are 

binding upon Recipient pursuant to this Agreement. 
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VII. Request for Data by Third Parties 

 

A. In the event that Recipient receives a request from a third party for the disclosure of PII contained 

in the Data or Data Work Product, for example, a subpoena or freedom of information request, Recipient 

will promptly notify the CCSAO of such request, unless it is prohibited from doing so by local, state, or 

federal law, so that CCSAO has an opportunity to seek a protective order or other appropriate relief prior 

to disclosure. In responding to such a request, Recipient will abide by all Federal, state and local statutes 

regarding the confidentiality of the information requested. 

 

B. In the event that Recipient receives a request from a third party for the disclosure of Data or Data 

Work Product that does not contain PII, Recipient will promptly notify the CCSAO of the request prior to 

disclosure so that CCSAO has an opportunity to seek a protective order or other appropriate relief. 

 

VIII. Research Products and Communication Materials 

 

A. No PII will be reported in any Research Product or Communication Materials generated by 
Recipient. 

 

B. The CCSAO will have an opportunity to review the Research Product before publication, for the 

purpose of (a) identifying and requiring the removal of its own confidential information and (b) determining 

whether a patent application or other IP protection should be sought prior to publication. Any such 

responses and additional comments must be submitted within thirty (30) days of receipt of the Research 

Product. At its discretion, the entity that created the Research Product may amend the Research Product 

based on the CCSAO’s comments if that entity deems the comments to be relevant and appropriate. 

 

In the event that the CCSAO identifies research or analysis findings that it believes to be inaccurate, and the 

entity that created the Research Product decides not to amend it, upon request of the CCSAO, Recipient will 

work with the entity creating the Research Product and the CCSAO to explore how the findings were 

developed, and to correct the findings, as needed, before publication. Upon written request to Recipient by 

the CCSAO, Recipient shall provide the CCSAO with a copy of the matched de-identified Dataset that was 

used to develop the Research Product that the CCSAO believes to be inaccurate. Recipient will provide 

explanation throughout the performance measurement process to the CCSAO of the methods and techniques 

used to match the Data, the definitions Recipient uses to select cases for each performance measure, and any 

caveats to the analysis. In the event that the entity creating the Research Product chooses not to make an 

amendment based on the CCSAO’S comments, the Recipient and/or the entity creating the Research 

Product shall in writing notify the CCSAO of the election not to amend not less than sixty (60) days prior to 

any publication relating to the Research Product, and the Recipient will include the following notice within 

any publication of the Research Product: “To learn about the Cook County State’s Attorney’s Office review 

of this research and conclusions please visit 

https://www.cookcountystatesattorney.org/about/researchreview.” 

 

IX. No Representations and Warranties 

 

CCSAO warrants that it has the right to disclose the Data to Recipient. All Data are provided “AS IS.” 

Except as provided in the first sentence of this Section, the CCSAO makes no representation or warranty, 

express or implied, regarding the Data’s accuracy, completeness or use. There are no express or implied 

warranties of merchantability or fitness for a particular purpose, or that the use of the data will not infringe 

on any patent, copyright, trademark, or other proprietary rights. 

 
 

X. Confidential Information (Other Than Data) 

Any information provided by the CCSAO to the Recipient related to the Data, such as data structures, 
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processes, information, reports and documents, will be marked as “Confidential” by the CCSAO and be 

considered as “Confidential Information” of the CCSAO. All information, if delivered orally, will be 

reduced to writing and marked as “Confidential” by the CCSAO within thirty (30) days of initial disclosure. 

The obligations of confidentiality shall survive and continue for three (3) years after termination of 

expiration of this agreement. This Section shall not apply to any such Confidential Information that is (i) 

known by Recipient prior to disclosure to them; (ii) generally available to the public other than as a result 

of a breach of this agreement; (iii) made available to the Recipient by any independent third party who has 

the right to disclose the information; (iv) is independently developed by the Recipient; or (v) is required to 

be disclosed by a court of competent jurisdiction, law or government rule or regulation. In such a case, 

Recipient will advise the CCSAO prior to disclosure so that the CCSAO will an opportunity to seek a 

protective order or other appropriate relief. 

 

XI. Data Destruction 

 

Upon termination of the Agreement, the Recipient must destroy all Data and all Data Work Product 

containing PII. Recipient shall provide the CCSAO with a Certificate of Data Destruction in the form shown 

in Exhibit C, attached hereto and incorporated herein by reference, detailing all records that were destroyed, 

the type of media that contained the records, the method of destruction, the name of the individuals 

performing the destruction and the date, time, and location of the destruction. The Recipient shall provide 

the Certificate of Data Destruction to the CCSAO by the Termination Date. 

 

Acceptable destruction methods for various types of media include: 

 

1) For paper documents containing confidential or sensitive information, a contract 

with a recycling firm to recycle confidential documents is acceptable, provided the contract 

ensures that the confidentiality of the Data will be protected. Such documents may also be 

destroyed by on-site shredding, pulping, or incineration. 

 

2) If Data has been stored on server or workstation data hard drives or similar media, 

the Data Recipient shall destroy the Data by using a “wipe” utility which will overwrite the 

Data at least three (3) times using either random or single character Data, degaussing 

sufficiently to ensure that the Data cannot be reconstructed, or physically destroying 

disk(s). 

 

XII. Breach of Security 

 

A. In the event of a breach of the security of Data containing PII, wherein such Data is reasonably 

believed to have been acquired or accessed by an unauthorized person, Recipient shall notify in writing the 

CCSAO within two (2) business days of becoming aware of such breach or any suspected breach. Such 

notice shall summarize in reasonable detail the nature of the Data that may have been exposed, and, if 

applicable, any persons whose PII may have been affected or exposed by such security breach. Recipient 

shall comply with its internal notification policies, procedures, and actions relating to such a breach. 

 

B. If Recipient knows or has reason to know that a Data security breach has occurred (or potentially 

has occurred), Recipient shall (i) reasonably cooperate with the CCSAO in connection with the 

investigation of known and suspected Data security breaches; (ii) perform any corrective actions that are 

necessary; and (iii) at the request and under the direction of the CCSAO, take any and all other remedial 

actions that the CCSAO deems necessary or appropriate, including without limitation, providing notice to 

all persons whose PII may have been affected or exposed by such Data security breach, whether or not such 

notice is required by law. 
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XIII. Data Liaisons 

 

A. CCSAO Data Liaison 

The CCSAO designates the following individual to be its Data liaison (“Data Liaison”): 

Name:    

Email address:  

Telephone:    
 

All email communications to the CCSAO Data Liaison must include 

SAODataResearch@CookCountyil.gov as a recipient. 
 

B. Recipient Data Liaison 

 

Recipient designates the following individual to be its Data Liaison: 

 

Name:   

Email address:  

Telephone:   
 

In the event that either Party designates another individual to serve as Data Liaison during the course of the 

Agreement, they will provide prior notification to each other, along with the new Data Liaison’s contact 

information. Such notification may be accomplished through email, with each Party using a notice that is 

signed and scanned. 

 

XIV. Liability 

 

Recipient will assume all liability for damages that may arise from its use, storage, disposal, disclosure or 

interaction with the Data. CCSAO will not be liable to the Recipient for any loss, claim or demand made 

by the Recipient, or made against the Recipient by any other Party, due to or arising from the use of the 

Data by the Recipient except to the extent permitted by law when caused by the negligence or willful 

misconduct of CCSAO.  

 

XV. Audit 

 

The CCSAO may monitor, audit, and review Recipient’s program operation, administration and policies to 

ensure compliance with this Agreement. 

 

XVI. General Provisions 

 

A. Governing Law. This Agreement shall be governed by and construed in accordance with the 

laws of the State of Illinois. Any action, suit or other proceeding arising under or relating to this Agreement 

shall be brought in a court of competent jurisdiction in the County of Cook, State of Illinois. 

 

B. Compliance with Laws. The Parties will perform under this Agreement in compliance with all 
requirements of all applicable laws, rules, and regulations, as well as all professional standards applicable 
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to any such research (collectively “Laws”). The Parties shall cooperate with each other to facilitate 

compliance with all Laws. 

 

C. Waiver; Survival of Provisions. Any waiver by any Party of the violation of any provision 

of this Agreement shall not bar any action for subsequent violations of the Agreement. All provisions 

of this Agreement regarding the confidentiality and security of the Data and Data Work Product shall 

survive only until the Certificate of Data Destruction has been provided by Recipient to CCSAO. 

 

D. Severability. If any provision of this Agreement becomes or is declared illegal, invalid or 
unenforceable, such provision will be severed from this Agreement and will be deemed deleted. The other 
terms and conditions thereof shall not be affected thereby and shall remain in full force and effect. 

 

E. Modification. No modification or waiver of any provision of this Agreement shall be valid unless 
in writing and executed by duly-authorized representatives of both Parties. 

 

F. Entire Agreement. This Agreement is complete and contains the entire understanding of the 

parties relating to the subject matter contained here. This Agreement supersedes any and all prior 

understandings, representations, negotiations, discussions, and agreements between the parties relating 

hereto, whether written or oral. 

 

G. Counterparts. This Agreement may be executed in two or more counterparts, and by facsimile 

or electronic transmission, each of which shall be deemed to be an original, but all of which together shall 

constitute one and the same instrument. 

 

H. Independent Contractor. The Recipient and its employees, representatives or consultants, for 

all purposes arising out of this Agreement, are independent contractors and not employees of the CCSAO 

or any related governmental entities. Parties are independent contractors and neither Party shall be deemed 

an agent or employee of the other Party. Nothing herein shall be deemed or construed by the Parties, or any 

third Party, as creating any relationship other than that of independent contractor to CCSAO, including, but 

not limited to, the relationship of principal and agent, partnership, or joint venture. 

 

I. Assignment. This Agreement and all rights and obligations hereunder shall not be assigned by 
either Party, whether through merger or consolidation, by operation of law or otherwise, without the written 
consent of both Parties and any attempt to assign without such consent shall be void. 

 

J. Signatories. Each of the individuals signing this Agreement on behalf of the named agency or 
entity below certifies that he or she has authority to execute this Agreement on behalf of the named agency 
or entity. 

 

 

[REMAINDER OF PAGE INTENTIONALLY LEFT BLANK] 
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EXHIBIT A 

 

DATA TO BE PROVIDED 

 

Recipient is requesting the following data fields for the current study: 

• Last Name 

• Middle Name 

• First Name 

• IR number 

• Case ID  

• Court Case Number 

• Case Participant ID 

• Person ID 

• Race 

• Gender 

• Date of Birth  

• Zip Code of Residential Address 

• Offense date 

• Arresting law enforcement agency 

• Offense Title 

• Statute  

• Primary Charge Flag 

• Bond Court Date  

• Referral Date  

• Participation Date  

• Result Date (Graduation/Failure Date) 

• Bond Court District 

• Graduation/Failure information 

• Disposition Date  

• Disposition Charge Title  

• Disposition Result  
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EXHIBIT B 

 

PURPOSE OF DATA 

 

 

The purpose of this study is to examine a range of innovative Prosecutor-led diversion programs (PLDPs) 

operated by the CCSAO, and build the evidence base in ways that will inform the meaningful expansion of 

prosecutorial diversion. The study employs rigorous longitudinal quantitative analyses, intervention science, 

and qualitative methods to better understand stakeholder experiences and program impact. Specifically, this 

study addresses important questions for expanding PLDPs and their potential impact, including:  

 

1. How could risk assessment approaches be enhanced to maximize the numbers of eligible PLDP 

participants and the services they receive?  

2. How do PLDP outcomes differ for young adults of color?  

3. How does program participation impact risk reduction and subsequent recidivism outcomes?  

4. What are the potential key components of gun diversion programming and what is their initial 

effectiveness?  

5. How could PLDPs be expanded to increase impact among young adults of color?  

 

As part of a prior study, the Recipient has previously worked with staff from CCSAO and Illinois Criminal 

Justice Information Authority (ICJIA) to obtain Criminal History Record Information (CHRI) on individuals 

who participated in CCSAO’s Misdemeanor Deferred Prosecution Program (MDPP) and felony deferred 

prosecution programs, specifically the Branch 9 program. To obtain these data, the Recipient, through the 

CCSAO, has worked with data analysts from ICJIA to link PLDP participants to recidivism data accessible 

to ICJIA data analysts using PII such as Case Number, Participant ID, or another identifying ID number 

available to both CCSAO and ICJIA staff.  

 

In the current study, the Recipient will follow a similar process to link CCSAO PLDP participants to 

recidivism data accessible to ICJIA data analysts for the Branch 9 program and CCSAO’s Drug Deferred 

Prosecution Program (DDPP). The following information outlines the process and information flow for 

transferring data and will allow the Recipient to study the impact of CCSAO PLDP program participation, 

completion, and failure on recidivism: 

 

1. SSA Data Liaison receives PLDP dataset with fields listed in Exhibit A from CCSAO Data Liaison 

2. SSA Data Liaison initiates data request to ICJIA 

3. SSA Data Liaison works with ICJIA data analyst to perform a match of PLDP participants from 

CCSAO data to ICJIA’s corresponding recidivism data 

4. SSA Data Liaison receives updated data file with recidivism information  
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EXHIBIT C 

 

CERTIFICATE OF DATA DESTRUCTION 

 

Recipient hereby certifies to the Cook County State’s Attorney’s `Office (“CCSAO”) that said 

Recipient has destroyed and disposed of all the Data and Data Work Product described below as 

required pursuant to Section XI (Data Destruction) of the Data Use Agreement entered into between 

Recipient and the CCSAO dated  , 20 . 

 

 

A. List of Data and Data Work Product Destroyed 

 

 

 

 

B. Describe Destruction Method 

 

 

 

  

C. Names of Individuals Performing Destruction Including Date, Time and Location of Destruction 

 

 

 

The undersigned certifies that he/she is authorized to execute this Certificate of Data Destruction on 

behalf of the Recipient. 

 

 

 

Recipient’s Name 
 

 

 

Name:    
Title:    

 

 

Date:    




